Payment card transactions have become an essential part of hotels operations. The purpose of this study is to explore the procedure, approximate the cost, and describe the real-life hotel experience of becoming PCI-compliant in order to provide guidelines and approximate expenses for recently opened hotels and for existing ones that are not PCIcompliant. A case study method approach was used. One hotel located in the Northeast part of the U.S. agreed to participate in this study. This is a limited-service, 120-room hotel; a major brand franchisee that is operated by a management company. The data was collected through a structured interview with the general manager of the hotel by the researchers. Findings indicated the cost for being PCI Compliant is not easy to calculate as many of the costs were integrated in typical costs of the hotel such as franchise fee and IT budget. Findings also suggested that the key elements every hotel is required to invest in to become PCI compliant; among them secure PMS/POS systems with firewalls and anti-virus software, and protected Internet networks. There are also some particular procedures (e.g. changing passwords, limiting access to the cardholders' information, etc.) that a hotel needs to follow: necessary training for employees and potentially monitoring and controlling systems.
Introduction
Nowadays hotels have to operate in a very competitive fast-changing environment with constantly increasing roles of technology (Verma, Victorino, Karniouchina and Feickert, 2007) . Payment card transactions have become an essential part of hotels operations (Cobanoglu, 2008b) . In our contemporary age, it is hard to imagine a hotel that can successfully operate and compete on the market without accepting credit cards . However, the convenience of cashless payments introduces the potential for issues such as private information vulnerability and security breaches because of data stored in credit cards. To help all companies address these problems, Payment Card Industry Data Security Standards (PCI DSS), was developed by major credit card issuing companies: Visa, MasterCard, American Express, Discover, and the JCB. The current PCI DSS version 1.2 requires that all companies accepting payment cards to be PCI-compliant (Cobanoglu, 2008a) . However, since PCI compliance is not established by law, many companies still fail to comply. Even though PCI compliance does not provide 100% guarantee from data breaches, failure to comply provides more opportunity for hackers to commit fraud and steal sensitive information. The hotel industry is a very attractive market for hackers to attack because it involves large amounts of money, relaxed guests, or busy businessmen who often do not pay enough attention to their credit cards security. In the United States more than 55% of credit card fraud comes from the hospitality industry . This provides strong evidence that hospitality companies need to comply and keep an eye on the latest changes of PCI DSS requirements and invest in compliance; otherwise the cost of PCI non-compliance could turn out to be even higher.
The purpose of this study is to explore the procedure, approximate the cost, and describe the real-life hotel experience of becoming PCI-compliant in order to provide guidelines and approximate expenses for recently opened hotels and for existing ones that are not PCI-compliant.
Review of Literature
Understanding PCI DSS PCI DSS stands for Payment Card Industry Data Security Standards (www.pcicomplianceguide.org). This is a set of rules that introduces the requirements for all companies that accept credit cards . Today, in order for a company to conduct credit card transactions, they should be in compliance with PCI standards. With the growing volume of payment card transactions, security issues have become more and more important. The idea itself is not new: Hobson and Ko (1995) , 2008) . Each version was designed to detail the safeguards and enhance the understanding of PCI-compliance (Cobanoglu, 2008a) .
The process of establishing data security and PCI compliance involves credit card issuing companies, PCI Security Standards Council, banks, vendors, and companies that process credit card transactions (merchants) . Resource: , p. 15 Even though PCI-compliance is not mandatory by law now, there are some guidelines and key dates that are required to be met (Key Data, 2009 ). For example, the end of September 2009 was a deadline for full PCI-compliance validation for level 1 merchants; the end of the year 2009 was a deadline for level 2 merchants. Also by the end of September this year Visa will require level 1 and 2 merchants not to retain sensitive card information (Lorden, 2009) .
PCI DSS and the hospitality industry
PCI compliance has become a very important part of the hospitality industry's operations (Cobanoglu, 2007; Levin & Hudak, 2009; Tenczar, 2008; Volpe, 2009; ) . Hotels implement numerous "inside" and "outside" systems that are necessary for efficient operations (Haley & Connolly, 2008, p. 23 Due to a complexity of all the systems implemented in the hotels, it is very important to know which of these are using payment card information in order to protect it and ensure guest security. Hoteliers should also check with vendors if the applications they provide are certified and PCI-compliant. Being very attractive for hackers, hotels can reduce vulnerability if they follow PCI DSS requirements.
-The hospitality industry actually provides rich targets (Levin & Hudak, 2009) 
Cost of PCI compliance
According to the Gartner Group's research conducted in 2008, PCI DSS 1.1 compliance requires an investment of about $2.7 million in remediation costs and another direct cost of $237,000 for outside assessors and related expenses from Level 1 merchants (Crawford, 2009) . For Level 2 merchants, the investment was $1.1 million for remediation and $135,000 for assessment expenses. Even though every merchant who accepts credit cards must be compliant with PCI DSS , not all companies are meeting these requirements (please see Table   4 ).
1 -Validation statistics are based on merchant compliance reporting provided by acquirers.
2 -Excludes 272 Level 2 merchants identified in 2007 that were required to validate compliance by 12/31/08.
It is worth noting that 99% of Level 1 and 2 merchants confirmed that they do not store prohibited data. Acquirers of Level 1 and 2 merchants that continue to store prohibited data are subject to monthly fines. Non-compliance with PCI DSS will pose other costs for companies (Halsey, 2009 ).
According to the Identity Theft Resource Center, the number of data breaches actually rose nearly 50% in 2008, compromising the personal records of at least 35.7 million Americans.
More than 55% of credit card fraud comes from the hospitality industry (Haley & Conolly, 2008 ). These statistics demonstrate high vulnerability of the hospitality industry and the necessity for careful attention to PCI standards. Failure to meet these requirements will cost on average between $90 and $300 per record breached (Crawford, 2009) . If a breach occurs a company will be responsible for:
• $3 to $10 per card for replacement costs, PCI DSS Compliance 10
• $5,000 to $50,000 (or more) in compliance fines,
• Additional fines based on the actual fraudulent use of the cards, which will vary depending on the number of cards exposed (Halsey, 2009 ).
Credit cards' issuing companies will apply fines to merchants that fail to comply with PCI DSS ). Visa's fines structure ranges from $5,000 to $25,000 per month. American Express' fine structure starts at $50,000 and goes up. So, cumulative costs for being non-compliant can be really high.
Methodology and Data Collection
A questionnaire instrument was developed based on the actual Payment Card
Industry Data Security Standards version 1.2. The instrument contained questions about elements necessary for PCI-compliance and approximate range of investments. These elements were derived from 12 main PCI DSS requirements ("About the PCI", 2009).
Several hotels were contacted to participate in this study. Since the study included the disclosure of financial information, all but one hotel declined to participate in the study.
Only one hotel located in the Northeast part of the U.S. agreed to participate in this study.
This is a limited-service, 120-room hotel; a major brand franchisee that is operated by a management company. The data was collected through a structured interview with the general manager of the hotel by the researchers. The conversation was audio taped with the permission of the interviewee for future analysis and later transcribed manually. The interview took about 90 minutes in total. The general manager was selected as the interviewee for this study as the ultimate responsible person for ensuring that the hotel is PCI compliant; in the case of a breach, general managers are held liable. However, general manager consulted with other managers to answer some questions. A case study method was used for analyzing data for this research. The case study method is a widely used and is the accepted research method in the field of hospitality information technology (IT) (Cho, 1996; Connolly, 1999) .
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Findings
The hotel chosen for this case study is fully compliant with PCI requirements. This hotel's management cannot make any decisions about main systems to be implemented in the hotel (e.g. PMS, POS) and also cannot undertake any market research to support these decisions due to strict franchise requirements. Such decisions are made at the corporate level, and all hotels under the brand are required to follow them.
The next section will list the compliance process that the hotel went through for each of the PCI DSS requirements ("About the PCI", 2009).
Requirement 1: Install and maintain a firewall configuration to protect cardholder data.
Firewall was installed on all the workstations in the hotel. The general manager of the hotel emphasized that firewall is necessary for the hotel's every-day operations and security; it is not just PCI DSS requirement. Moreover, firewall is included in the PMS and POS systems that are required by the franchising company to be installed in all the hotel chains. Consequently, it can be mentioned as a necessary element for PCI compliance, however, its cost cannot be counted toward PCI-compliance expense, because every hotel needs it regardless of whether they are compliant or not. Also, as a part of the first requirement, the hotel obtained a data flow diagram that describes the payment card data flow; for example, from the POS system in the restaurant, to the corporate office, and then to the bank. This diagram is essential for establishing credit card information security at a hotel: it is necessary to know how the information travels through the network in order to protect it. Requirement 1 also prescribes to prohibit direct public access between the Internet and any system component in the cardholder data environment. To comply with this rule, two networks were established in the hotel: one for the hotel's guests and another for the hotel's internal use. This required an additional investment of $5,000 to buy a new server and it also causes an extra charge of $1,500 per month for the second network bandwidth, which is a T-1 connection (1.5 mega bit per second).
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters.
The vendor supplied defaults for system passwords and other security parameters were changed immediately upon initial installation by the IT manager. This will prevent hackers from accessing the hotel's systems by guessing well-known default usernames and passwords. The hotel also changed encryption keys from the default at installation, and they are changed anytime an employee with knowledge of the keys leaves the company or changes positions. In addition, the hotel changes default passwords/passphrases on access points. This particular requirement does not need any additional investment from the hotel.
Requirement 3: Protect stored cardholder data.
To comply with this requirement the hotel tries to keep cardholder data storage to a minimum. For example, credit card information is not available in a guest's folio. Under PCI guidelines, the hotel does not have access to full credit card information once it is submitted to the Central Reservation System. When the guest calls the hotel directly to make a reservation, the hotel must ask for the credit card number again. Guests expect that the hotel will keep the credit card in storage so that they are not asked again. It is interesting to note that some guests become irritated by this policy because the hotel is sacrificing the guest's convenience for security. Requirement 5: Use and regularly update anti-virus software.
Anti-virus software as a firewall is included in PMS/POS packages and is required by the franchisor company to be installed in all chain hotels. Now the hotel can obtain current, actively running, and regularly updated anti-virus software. Its cost is included in the price of the PMS/POS systems. In addition, anti-virus software is installed in all personal computers and laptops in the hotel.
Requirement 6: Develop and maintain secure systems and applications.
While the hotel's PMS was PCI compliant when the hotel started its PCI compliance journey, the POS system was not PCI compliant, because it lacked encryption capability of credit cardholder data. Normally, the POS vendor does not provide a patch to make its system PCI compliant. The franchisor's IT department provides the patch for a onetime investment of $15,000 to upgrade the POS system in order to be PCI compliant. If the hotel had not been a part of this franchisor, it would have needed to purchase a new POS system that would cost significantly much more money. The general manager mentioned the benefit of the franchisor in dealing with PCI compliance issues several times.
Requirement 7: Restrict access to cardholder data by business need-to-know.
In accordance with this principle, only two people in the hotel have access to cardholders' information on a business need-to-know basis. For example, even the general manager of the hotel does not have access to this information because he does not need it to perform his every-day duties. Front desk mangers also cannot see it; they can check only the last four digits of the credit card number that is shown in the guest folios. The cardholder information that is on paper is kept in a secure room where only one person can have access.
Requirement 8: Assign a unique ID to each person with computer access.
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Every employee in the hotel has a unique ID and password to access the network.
These passwords are required to be of at least eight characters in length and consist of alpha-numeric characters. The passwords must be changed every 60 days; general PCI DSS requirements require that a password must be changed at least every 90 days. It may be concluded that the hotel participating in this study is even more cautious about PCI DSS compliance. All ID and password combinations of the employees who left the company are erased within 15 days of the last day. This standard does not impose any cost, but requires following the procedure very carefully.
Requirement 9:
Restrict physical access to cardholder data.
This requirement refers to limiting physical access to all information storage areas.
Here we can mention employees' awareness of this rule. The hotel has a policy that prohibits the staff to speak out guest names and room numbers together to ensure safety and security. For these purposes, regular training meetings are required in the hotel. The hotel has a big challenge with this requirement in the Sales and Catering department, as the credit card number of the guest is often written on the Banquet Event Order (BEO), many weeks or months before the event. Since the credit card number of the guest is physically written on the BEO, normally, it should be kept locked where no other PCI DSS Compliance 15 employees have access. However, the hotel management informed researchers that BEOs are often faxed by hotel guests to the hotel's general fax number. During the weekends, these BEOs can sit in the fax machine for days, making the guest's credit card information vulnerable. The hotel signed up with electronic fax service with efax.com to prevent this from happening. However, an inspection of the BEO template revealed that the general fax number of the hotel is listed on the BEO. Obviously, the guests will fax the signed BEO with credit card information to the number listed.
An inspection of the sales manager's desk revealed that there were several BEOs with guest credit card numbers available on her desk, again making them vulnerable. The hotel's sales and catering system does not have a field for credit card numbers, therefore, this forces the sales team to keep the credit card numbers on physical paper. After the event is finished, the sales team is supposed to mark out the credit card numbers on BEOs;
however, this is hardly done.
The last three requirements mainly cover testing and monitoring procedures; they take place when PCI-compliance has already been established in the hotel.
Requirement 10: Track and monitor all access to network resources and cardholder data.
As each user has a unique username and password and each system requires a login, access to cardholder data systems is logged. Since the network for guest Internet access and hotel systems are separate, there is no need to log guest access to guest network.
Requirement 11: Regularly test security systems and processes.
The hotel's management company conducts an annual audit that involves the IT and network systems. In addition, the hotel uses an intrusion-detection system. All traffic in the cardholder data environment is monitored.
Requirement 12: Maintain a policy that addresses information security.
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The hotel has access to a security policy that is established and disseminated by the franchisor. This policy addresses the 12 requirements of PCI DSS requirements. The franchisor also sends updates to the general manager when there is a change to this document. The hotel visits this policy periodically.
Conclusions and Recommendations
As a result of this case study we found the different areas that the hotel needs to work on and invest in, in order to achieve PCI-compliance. To better understand the cost of PCI-compliance we need to look at some elements in a budget structure for a franchise hotel:
-IT budget -about 0.5% of total revenues, -Sales and marketing -about 3.5% of total revenues, -Utilities -about 7% of total revenues, -Franchisee fees -about 8.5% of total revenues.
PCI-compliance charges would most probably fall into the category of IT budget.
However, these expenses include not only PCI costs, but also the cost of running all the PCs in the hotel, paper, supplies, ink, etc. But at the same time, there are some indirect costs that will not fall into the IT budget category, but are still related to PCI DSS compliance. We can find some examples under franchisee fees. Franchisor company fees are based on two variables: number of rooms and number of reservations -they normally end up at about 8.5%. These fees include charges for using the reservation system, the franchisor company rewards system, different franchisor company technologies, the yield management system, etc. For example, costs of using secure PMS, POS, and reservation systems are embedded here. And moreover, as it was mentioned above, prices for anti-virus and firewall are included in the cost of PMS/POS systems, which means that they are also hidden into franchisee fees. In this case the hotel is not paying for PCI directly, but paying for the privilege of being a franchisee and using all the services associated with it. For these reasons, it is not easy to calculate the definite costs of being PCI Compliant for a hotel.
As a result of this case study we determined the key elements every hotel is required to invest in to become PCI compliant; among them secure PMS/POS systems with firewalls and anti-virus software, and protected Internet networks. There are also some particular procedures (e.g. changing passwords, limiting access to the cardholders' information, etc.) that a hotel needs to follow: necessary training for employees and potentially monitoring and controlling systems.
The Sales and Catering department of the hotel was found to be the most vulnerable department in the hotel for guest credit card information. Credit card numbers of most guests are written on Banquet Even Orders, going from one hand to another. The hotels should invest in a PCI compliant sales and catering system for securing credit card numbers for sales and catering events.
Considering the example of this chain hotel, we can note that the PCI-compliance process is not very complicated and investment-demanding. The main advantage of being a franchise hotel in this sense is that all necessary research will be done at the parent corporate level and a hotel will need just to implement those requirements identified by the corporate office. We also can say that there is no exact cost of making a hotel PCIcompliant. In many cases, PCI DSS requirements describe general rules for a hotel's wellbeing and common sense practices to stay in business.
One of the limiting factors for this paper was the sample size used for the study.
Even though we can assess some results and understand the PCI compliance process for hotels, a larger population would provide more reliable results.
To improve this research in order to strengthen the results, researchers could also conduct the analogous study at the corporate level of chain hotels and involve independent hotels as well. Those would be studies that demonstrate the decision-making and PCIcompliance process in more detail. For example, the authors can suggest that a new hotel PCI DSS Compliance 18 willing to become PCI-compliant, will need to conduct research in this area, and may need to hire a consultant to explore vendors' market, choose PMS/POS system, and buy them. Of course, all of these will lead to additional charges for the hotel.
The results of this study indicate that hotels should focus in four core areas to reduce the risk of an information technology breach. These four areas consist of:
a) The use of firewalls in each networked workstation, regardless of processing or storing cardholder data. A firewall is a part of a computer system or network that is designed to block unauthorized access while permitting authorized communications. It is a device or set of devices that is configured to permit or deny computer applications based upon a set of rules and other criteria.
b)
Restrict remote access privileges: Each networked workstation comes with a potential to be accessed remotely. This can be very useful in getting technical support or patches from the corporate office or vendor. However, the workstations should be closed to remote access. Whenever there is a need, the workstation may be allowed to be accessed remotely. Right after receiving the service, support or patch, the remote access feature should be disabled. c) Change vendor-provided username and passwords: This is a very simple but yet very useful technique. Each computer system such as PMS or POS system comes with a default user name and password which is known publicly. The users of the system should change this to something else (obeying the company policy for username and passwords) at installation.
This will ensure that if hackers access the company systems, they would not be able to login into the systems with these well known default user names and passwords. The four steps explained above will not be a large expense for hotels; however, they will reduce the risk of breaches significantly. Research has shown that credit card breaches in a hotel reduce the overall satisfaction level, likelihood of recommending the hotel to family and friends, and the likelihood of coming back to that hotel (Berezina, 2010) . It is also a known fact that a breach will cost a hotel a lot of money in financial penalties and increased commissions. For these reasons, it makes perfect sense for hotels to obtain PCI DSS compliance.
